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Input: a, x, n
Output: a* mod n

Let X=XX_ .. X,

r=1

For i = k downto 0 do:
r=r modn
if (x=1) r = r*a mod n

output r
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MNRTN MOpPNN — Timing Attacks
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Power Analysis

D'D'VD TA1D NNINN 1T N9PNN ANNH -
D' T 2/N'A 2D 0NN

NOMY NX MTNY XN 002N YN
D'ONY DN NN 2NN D NNN/DOM
N'YNNON

NDVYN 22p1 — NN M9pNN? N2 ¢
DMTN Y XPNTIND . MYyYANNN MN1yo95

10 WONN OR1N NTVIN All rights reserved © NNIN NMOM 9D



XN2AYT - Power Analysis

NININ 21N D/ X2N 2190 XN 11N ¢

-AES 25w v

Round Input: State/16/, Subkey[16]
Output: updated State[16]

Fori=0to 15 do:
State[i]=ByteSub(State[i])
ShiftRows(State)
MixColumns(State)
Fori=01t0 15 do:
State[i]"=Subkey[i]
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(ANN) XNA1T - Power Analysis
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Simple Power Analysis (SPA)
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(AZNN) Simple Power Analysis
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Differential Power Analysis (DPA)
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Fault Analysis
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(A¥nNN) Fault Analysis
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Cache Analysis
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(ANnN) Cache Analysis

NYNT NOPNNN »
TONNN "ONNN D NY¥M N TN NNEOXN
YNNEnN) 1Tavnn ¥ TNonn NX N/ Mg
(NDYNN ¥ M0

MP/OX NOWY -
N2 NYAD1 NI ITX DV DTN NX VYA
AN '2NNN
1'% D121, NN0NN 92 NX "DNMD ;D
N1O%NN NENNYN NNy
DM NT TN "N 5pn

277 WONN OR1N NTVIN All rights reserved © NNIN NMOM 9D



(ANnN) Cache Analysis
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OpenSSL ¥ Cache Analysis
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Kocher: Timing Attacks on Implementations of Diffie-
Hellman, RSA, DSS, and Other Systems:
http://www.cryptography.com/timingattack

Kocher, Jafte, Jun: Introduction to Differential Power
Analysis and Related Attacks:
http://www.cryptography.com/resources/whitepapers/DP
ATechlnfo.pdf
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Eurocrypt 1997, pp.37-51.
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* Shamir, Tromer: Acoustic cryptanalysis, On nosy people
and noisy machines.
http://www.wisdom.weizmann.ac.1l/~tromer/acoustic/

* QOsvik, Tromer, Shamir: Cache attacks and
countermeasures: the case of AES,

http://www.wisdom.weizmann.ac.1l/~tromer/papers/cache.

pdf

» Percival: Cache Missing for Fun and Profit,

http://www.daemonology.net/hyperthreading-considered-

harmful/
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