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Why do I need this?

Just like other UNIX environments, Linux gives the system
administrator unlimited power over the computer. This approach was
developed in the early '70’s when a system administrator, was

someone who really knew what he is doing.

However, If you have Linux in your home, you might do damages to
it without noticing. As several operations are irreversible, you might
have at the end a non-working system.
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Basic Concepts

Linux assumes one thing about Root (the system administrator) -
that he knows what he is doing. This gives more power to the super
user than in other cases, as root can do everything (!) he desires with
the computer.

For example, root can delete all the file systems, without a second
thought (unless the “rm” command was defined to be “rm -7’). Root
can also declare the cd-rom to be writable (assume what would the

system do when it tries to write over a cd).
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Basic Concepts (cont.)

Rule # 1: Backup!

Before changing any configuration file, copy it to another name. For

example, before changing the ¢ ¢t ,copyitto ¢t ¢t o
Rule # : Learn your system!

As you will deal a lot with system configuration files, learn to read
them when the system is up and running. ost configuration files

live in ¢ , home of configuration files. Learn how important files
look like, and where you put them the last time you used them.
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Con ation 1 es

le 1: etc fstab - File ystems Table

The fstab file contains a list of all file systems which are to be loaded

and their parameters. Those file systems are mounted while the

system is loading.
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Con ation 1 es etc sta

The first field in each line is the device name. The second is the place
to mount the file system. The third is the file system type (ext
native Linux). The fourth field is the options field. For more

information about the options (and available file systems) try “m

mo t’ or “m t 7.

It is good to know what the fifth and sixth fields are but they are not

a must. Look at the fstab manual for this information.

ee 1 mount, umount, dump, fsck, df
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Con ation 1 es

le : etc crontab - ron Daemon Table

The ro command, enable a user to perform a task in a known time

(for example, every day, week, etc.). The etc crontab file, keep the

system internal cron tasks. Usually those tasks are to rotate the logs,
etc.
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Con ation 1 es etc c onta

The first field is the minutes field (in what minute to run the

command). The second is the hour, and the theirs is the day of
month. The fourth field is the month field, and the fifth field is the
day of week (for example each  onday would be ).

The asterisk( ) means that the first time there’s a match the
command will be executed. Note also that lists are allowed.

The sixth field is the command that the H LL needs to run.
The cron. files, are the files who contain the regular cron missions.

ee 1 cron
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Con ation 1 es

le : etc lilo.conf - The ystem Loader
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Con ation 1 es etc 1 0.con

The lilo.cont holds the possible loader options. Thus if you want to
load windows, you need to specify this in the lilo.conf file.

oot keeps where aster Boot Record resides ( BR). m  keeps the

map file location. The 1 ¢t ,is where the new boot record should be
directed to. The rom tcommand forces the lilo to ask for
instructions, and the t#m o tis the number of seconds lilo waits for

the user’s choice. t is the default image to be loaded.

ach image is either a Linux one, or of ot 7 type.0 If the image is
Linux the the kernel image which defined is loaded. The field
contains the name which lilo identify the system as.

If other is specified, then then the ¢ field is where the partition
table lies.
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Con ation 1 es etc 1 o0.con

After changing this file, the lilo command should be run (as root).

There is a special load option, when things get really bad, and the
system refuse to load, try to ask for ? from LILO. If lilo
loads linux single, you have access without need of the password as

root (great when you forget the root’s password). This feature can be

used against you so be sure the computer is unreachable by untrusted

people.

ee 1 llo
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Con ation 1es

: etc passwd - here the assword Lies
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Con ation ies etc pass d

ach user is kept in the etc passwd file. The file contains
information about the user’s name, password, uid, gid, real name,
where is home directory is, and what shell to use when he logs in

(according to order).

To change a password, the user runs the command from it’s
own account. However, the change is done to a file, we don’t want
the users to be able to change... Imagine, a user, who can change the

root password.

The solution is a special command. The command passwd, is owned
by root, who let others use it, by giving the permissions

. However, this would not su ce, as the user which
run the command will have uid of his own, which is not allowed to

write over the etc passwd file.
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Con ation ies etc pass d

In order to allow the user to have the privileges of root, only for a
short time and for a known (and authori ed) purpose, the
administrator, enable the “set-uid bit”, a special status, which allows
the user who run the program to have uid as if he was root (and thus
change the etc passwd file).

To change user real name (fifth field), the user runs
To change the shell the user has, he runs the command

ee 1 chsh, chfn, pam (don’t use pam without knowing perfectly

what you are doing!), shadow.
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o to Chan e e 1issions

e assume that some program has permissions (like the passwd

command). However, we want to change the permissions (allow read

access to the whole world, for example). The command which is used

1S mo .

e demonstrate one of several syntaxes available (see the manual
pages for the other syntaxes). The permissions are
considered as groups - user, group and world. ach group has
combinations (from to ). Therefore, each permission can

be written as -digit number. ach digit is between 0 ( ) and 7
()

Therefore, to change the permissions of the file

we execute mo t_
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o to Chan e e issions pecia e issions

In order to activate the “set-uid bit”, the file must be changed so it is
executable, and one add in the beginning of the -digits (thus have
a -digit number). For example mo t

Two more special bits exist, the “set-gid bit” and the “sticky-bit”.
ee 1 chmod, chmod( ), setuid, setgid.
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o to Chan e ne ship

In order to change the owner of some file from one user to another,
use the command o . The command, takes two arguments -
T _ro and the file name.

In order to change only the group, use
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I o ot the con ation ena e

ell you are not in trouble. As in the console text mode, you can
access all files, you can search within the etc files, and look for a
known string.

If for example, you forgot where the file system table lies, and you

7

know that the string “ dev ” is in it, use the command “ r

t 7 which will output all files (and lines) in etc which

contain the string.
Thus you narrowed the search.

ore advanced searching is also available, see more at the grep

manual.

ee 1 egrep
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Basic Concepts

Rule # : now our Hardware

rite down (aside) the hardware details of your system. From U

and memory, to the type of sound card, networking card, etc.

any problems can be identified as hardware-related, and thus

knowing exactly what is in the computer is essential.
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Basic Concepts

Rule # : Learn and Update

Linux is very dynamic system. Though most of the stu remains the
same, there are things which are very dynamic (for example,

supporting new hardware).

ou need to live on the edge of new technology, and be aware for new
kernels, new programs, and new patches. Useful links are found in

the club’s home page, or at 1 or 1.
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pdatin ot ae

oftware in Linux can come in several formats. The most common is
the .tar.g files. Those files are usually the source code files and need
to be compiled. But before compiling, first they need be extracted by
running t r - - m t r . It is highly recommended to open
files in a new directory (i.e., create a directory and put it there).

After extracting the files, usually there is a R AD IN TALL file,
containing the exact installation process. However, most of

installations re uire to perform (some of) the following steps
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